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PREAMBLE

This brochure provides the reader with a general overview of the most important 
aspects of the regulation by means of abstracts, annotations and notably extracts 
from legislative texts.

For those who want to delve deeper into this area it is recommended to download 
and study the entire regulation. Wherever passages from this regulation are cited or 
referred to, the corresponding article / paragraph is indicated. For better readability 
no continuative articles are listed in the excerpts. These can be retraced in the 
original text.

  

                    frama.com/en/rmail

OVERVIEW

Since 2016, the general data protection regulation is in force. This topic is actually 
more or less hotly debated in the individual countries of the Union. Common 
to them all is that the requirements of this regulation must be implemented by 
25.5.2018. The implementation of this new regulation means a good deal of effort 
for enterprises, but it is feasible. 

The regulation lays down rules for the protection of individuals with regard to the 
processing of personal data and the free flow of such data (Article 1, para. 1). Data 
on legal persons are not affected by the regulation. The regulation applies to the 
processing of personal data of concerned persons who are in the Union, regardless 
of whether the processing takes place in the Union or not (Article 3).
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ADMINISTRATIVE FINES, ARTICLE 83

The Regulation is subject to delicate fines in accordance with Article 83 (para. 4 
and 5). They amount to as much as 20,000,000 Euros or 4% of the annual turnover, 
whereby the higher value is decisive.

Thus, data protection is given a whole new and unprecedented weight!

The aforementioned articles define some important and some less important 
aspects.

Important aspects with heavy fines (para. 5)

 ▪ Principles relating to processing of personal data Article 5

 ▪ Lawfulness of processing Article 6

 ▪ Conditions for consent Article 7

 ▪ Processing of special categories of personal data Article 9

 ▪ Rights of the data subject Article 12 - 22 as:

 ▪ Transparent information about processing

 ▪ Right of access, right to rectification and right to erasure

 ▪ Right to restriction of processing

 ▪ Right to data portability
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Aspects with lower fines (para. 4) 

 ▪ Child‘s consent Article 8

 ▪ Processing which does not require identification Article 11

 ▪ Data protection by design and by default Article 25

 ▪  Tasks of the data protection officer Article 39

 ▪ Certification Article 42 und certification bodies Article 43

From these aspects it can be concluded that the regulation in principle follows 
a risk-based approach, and that companies can and should follow the same 
approach. The resources should therefore be focused on the aspects with the major 
risks and also the major fines. It is important that this approach, in particular risk 
weighting, must be documented in order to ensure traceability.  

ACCOUNTABILITY, ARTICLE 5, PARA. 2

The controller shall be responsible for, and be able to demonstrate compliance 
with, paragraph 1 (‘accountability’).

These and similar formulations are found throughout the regulation. For example in 
Article 7 para. 1:

Where processing is based on consent, the controller shall be able to demonstrate 
that the data subject has consented to processing of his or her personal data.

For all companies that process personal data in some form, this formulations 
mean that, in addition to the traceability of processes, all activities relating to data 
protection (decisions, analyses, risk definitions, etc.) must also be traceable.
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DEFINITION OF PERSONAL DATA, ARTICLE 4

„This regulation lays down rules relating to the protection of natural persons 
with regard to the processing of personal data and rules relating to the free 
movement of personal data.“ (Article 1, para. 1) and further „This regulation protects 
fundamental rights and freedoms of natural persons and in particular their right to 
the protection of personal data.“ Article 1, para. 2.

The regulation defines personal data as follows:

„ ‘Personal data’ means any information relating to an identified or identifiable 
natural person (‘data subject’); an identifiable natural person is one who can be 
identified, directly or indirectly, in particular by reference to an identifier such as a 
name, an identification number, location data, an online identifier or to one or more 
factors specific to the physical, physiological, genetic, mental, economic, cultural or 
social identity of that natural person;“ Article 4, para. 1.

It is important to note that online identifiers, usernames, IP addresses, etc., are 
considered as personal data from the point of view of the GDPR.

DEFINITION OF PROCESSING OF PERSONAL 
DATA

The regulation defines processing as follows: „‘Processing’ means any operation or 
set of operations which is performed on personal data or on sets of personal data, 
whether or not by automated means, such as collection, recording, organisation, 
structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure 
by transmission, dissemination or otherwise making available, alignment or 
combination, restriction, erasure or destruction“ Article 4, para. 2.
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SPECIAL CATEGORIES OF PERSONAL DATA, 
ARTICLE 9

Processing of personal data revealing racial or ethnic origin, political opinions, 
religious or philosophical beliefs, or trade union membership, and the processing 
of genetic data, biometric data for the purpose of uniquely identifying a natural 
person, data concerning health or data concerning a natural person‘s sex life or 
sexual orientation shall be prohibited Article 9, para. 1.

In case of other legislation than itself, the GDPR defines the corresponding 
exceptions in the further paragraphs of the article, so that e.g. the necessary data 
for the implementation of labor and social law may be processed in accordance 
with the corresponding regulations.
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PRINCIPLES RELATING TO PROCESSING OF  
PERSONAL DATA, ARTICLE 5 

Personal data shall be... 

a. ...processed lawfully, fairly and in a transparent manner in relation to 
the data subject.

b. ...collected for specified, explicit and legitimate purposes and 
not further processed in a manner that is incompatible with those 
purposes.

c. ...adequate, relevant and limited to what is necessary in relation to the 
purposes for which they are processed.

d. ...accurate and, where necessary, kept up to date; every reasonable 
step must be taken to ensure that personal data that are inaccurate, 
having regard to the purposes for which they are processed, are 
erased or rectified without delay.

e. ...kept in a form which permits identification of data subjects for no 
longer than is necessary for the purposes for which the personal data 
are processed.

f. ...processed in a manner that ensures appropriate security of the 
personal data, including protection against unauthorised or unlawful 
processing and against accidental loss, destruction or damage, using 
appropriate technical or organisational measures.

Compliance with the aforementioned points must be traceable according to 
Article 5, para. 2! That means companies must be able to prove that appropriate 
data protection statements and appropriate data protection precautions are 
implemented.
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LAWFULNESS OF PROCESSING, ARTICLE 6

Processing shall be lawful only if and to the extent that at least one of the following 
applies: 

a. The data subject has given consent to the processing of his or her 
personal data for one or more specific purposes.

b. Processing is necessary for the performance of a contract to which the 
data subject is party or in order to take steps at the request of the data 
subject prior to entering into a contract.

c. Processing is necessary for compliance with a legal obligation to which 
the controller is subject.

d. Processing is necessary in order to protect the vital interests of the data 
subject or of another natural person.

e. Processing is necessary for the performance of a task carried out in 
the public interest or in the exercise of official authority vested in the 
controller.

f. Processing is necessary for the purposes of the legitimate interests 
pursued by the controller or by a third party, except where such 
interests are overridden by the interests or fundamental rights and 
freedoms of the data subject which require protection of personal 
data, in particular where the data subject is a child.  
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CONDITIONS FOR CONSENT, ARTICLE 7 

1. Where processing is based on consent, the controller shall be able to 
demonstrate that the data subject has consented to processing of his 
or her personal data.

2. If the data subject‘s consent is given in the context of a written 
declaration which also concerns other matters, the request for consent 
shall be presented in a manner which is clearly distinguishable 
from the other matters, in an intelligible and easily accessible form, 
using clear and plain language. Any part of such a declaration which 
constitutes an infringement of this Regulation shall not be binding.

3. The data subject shall have the right to withdraw his or her consent 
at any time. The withdrawal of consent shall not affect the lawfulness 
of processing based on consent before its withdrawal. Prior to giving 
consent, the data subject shall be informed thereof. It shall be as easy 
to withdraw as to give consent.

4. When assessing whether consent is freely given, utmost account shall 
be taken of whether, inter alia, the performance of a contract, including 
the provision of a service, is conditional on consent to the processing 
of personal data that is not necessary for the performance of that 
contract.

The consent of a child is only valid if the child  is at least 16 years old. Member 
States of the EU can lower this age, but not below 13 (Article 8).

 



10/20 GDPR in 10 minutes

RIGHTS OF THE DATA SUBJECT,  
ARTICLES 12 - 22

Persons affected by data processing have clearly defined rights:

Transparent information about the processing, Article 12 
The controller shall take appropriate measures to provide any information on pro-
cessing to the data subject in a concise, transparent, intelligible and easily accessib-
le form, using clear and plain language, in particular for any information addressed 
specifically to a child. The information shall be provided in writing, or by other 
means, including, where appropriate, by electronic means. When requested by the 
data subject, the information may be provided orally, provided that the identity of 
the data subject is proven by other means.

Articles 13 and 14 provide very detailed information on the content of data protec-
tion information.
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Right of access by the data subject, Article 15

The data subject shall have the right to obtain from the controller confirmation as to 
whether or not personal data concerning him or her are being processed.

In article 15, the regulation defines very extensively what must be contained in this 
confirmation, in particular:

 ▪ The purposes of the processing

 ▪ The categories of personal data

 ▪ Recipients of the data

 ▪ Storage period

 ▪ The rights of the concerned person

 ▪ Copy of the data in a common electronic format

The controller shall provide a copy of the personal data undergoing processing. 
For any further copies requested by the data subject, the controller may charge a 
reasonable fee based on administrative costs. According to other articles of the 
regulation, this information must be provided within 30 days.

Right to rectification, Article 16

The data subject shall have the right to obtain from the controller without undue 
delay the rectification of inaccurate personal data concerning him or her. Taking 
into account the purposes of the processing, the data subject shall have the right 
to have incomplete personal data completed, including by means of providing a 
supplementary statement.
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Right to erasure,  Article 17

The data subject shall have the right to obtain from the controller the erasure of 
personal data concerning him or her without undue delay and the controller shall 
have the obligation to erase personal data without undue delay where one of the 
following grounds applies: 

a. The personal data are no longer necessary in relation to the purposes 
for which they were collected or otherwise processed.

b. The data subject withdraws consent on which the processing is based, 
and there is no other legal ground for the processing.

c. The data subject objects to the processing.

d. The personal data have been unlawfully processed.

e. The personal data have to be erased for compliance with a legal 
obligation in Union or Member State law to which the controller is 
subject.

f. The personal data have been collected in relation to the offer of 
information society services.

Where the controller has made the personal data public and is obliged to erase the 
personal data, the controller, taking account of available technology and the cost 
of implementation, shall take reasonable steps, including technical measures, to 
inform controllers which are processing the personal data that the data subject has 
requested the erasure by such controllers of any links to, or copy or replication of, 
those personal data.
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Right to restriction of processing, Article 18

The data subject shall have the right to obtain from the controller restriction of 
processing where one of the following applies:

a. The accuracy of the personal data is contested by the data subject, for 
a period enabling the controller to verify the accuracy of the personal 
data.

b. The processing is unlawful and the data subject opposes the erasure of 
the personal data and requests the restriction of their use instead.

c. The controller no longer needs the personal data for the purposes 
of the processing, but they are required by the data subject for the 
establishment, exercise or defence of legal claims.

d. The data subject has objected to processing pursuant to Article 
21(1) pending the verification whether the legitimate grounds of the 
controller override those of the data subject.

Right to data portability, Article 20
The data subject shall have the right to receive the personal data concerning him 
or her, which he or she has provided to a controller, in a structured, commonly used 
and machine-readable format and have the right to transmit those data to another 
controller without hindrance from the controller to which the personal data have 
been provided.
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Data protection by design and by default, Article 25

1. Taking into account the state of the art, the cost of implementation 
and the nature, scope, context and purposes of processing as well as 
the risks of varying likelihood and severity for rights and freedoms of 
natural persons posed by the processing, the controller shall, both 
at the time of the determination of the means for processing and at 
the time of the processing itself, implement appropriate technical 
and organisational measures, such as pseudonymisation, which are 
designed to implement data-protection principles, such as data 
minimisation, in an effective manner and to integrate the necessary 
safeguards into the processing in order to meet the requirements of 
this Regulation and protect the rights of data subjects.

2. The controller shall implement appropriate technical and 
organisational measures for ensuring that, by default, only personal 
data which are necessary for each specific purpose of the processing 
are processed. That obligation applies to the amount of personal data 
collected, the extent of their processing, the period of their storage 
and their accessibility. In particular, such measures shall ensure that by 
default personal data are not made accessible without the individual‘s 
intervention to an indefinite number of natural persons.
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Security of processing, Article 32

Taking into account the state of the art, the costs of implementation and the nature, 
scope, context and purposes of processing as well as the risk of varying likelihood 
and severity for the rights and freedoms of natural persons, the controller and the 
processor shall implement appropriate technical and organisational measures to 
ensure a level of security appropriate to the risk.

In this article, the following security measures are mentioned in particular:

a. The pseudonymisation and encryption of personal data.

b. The ability to ensure the ongoing confidentiality, integrity, availability 
and resilience of processing systems and services.

c. The ability to restore the availability and access to personal data in a 
timely manner in the event of a physical or technical incident.

d. A process for regularly testing, assessing and evaluating the 
effectiveness of technical and organisational measures for ensuring the 
security of the processing.
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Notification of a personal data breach to the supervisory 
authority, Article 33

In the case of a personal data breach, the controller shall without undue delay and, 
where feasible, not later than 72 hours after having become aware of it, notify the 
personal data breach to the supervisory authority competent, unless the personal 
data breach is unlikely to result in a risk to the rights and freedoms of natural 
persons. Where the notification to the supervisory authority is not made within 72 
hours, it shall be accompanied by reasons for the delay.
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GDPR 
COMPLIANCE  
AND RMAIL

PART 2
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GDPR COMPLIANCE AND RMAIL

The topic of compliance plays an important role for the scope of the GDPR.

RMail does not cover the entire range of the GDPR, but has a limited scope, 
which is restricted to the use of email as the transport medium of personal 
data. Due to the widespread use and importance of email this point should not 
be underestimated in any way. Email traffic with personal data is very popular 
nowadays!

Scope of RMail

The scope of RMail has been marked with orange and vertical lines throughout the 
text in part 1 of this document. 

Principles relating to processing of personal data

Article 5, paragraph 1f: 

f. […] processed in a manner that ensures appropriate security of the 
personal data, including protection against unauthorised or unlawful 
processing and against accidental loss, destruction or damage, using 
appropriate technical or organisational measures.

 » Transmission of personal data must be done encrypted (TLS, 
password, PKI etc.)!
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Article 5, paragraph 2:

2. The controller shall be responsible for, and be able to demonstrate 
compliance with, paragraph 1 (‘accountability’).

 » The responsible person must be able to actively prove that an email 
containing personal data was securely delivered to the recipient 
(proof of delivery!).

Security of processing

Article 32, paragraph 1.a:

1 […]

a. The pseudonymisation and encryption of personal data.

 » Encryption of personal data during email transport.

 » No storage of personal data in the cloud (true delivery).

 » Encryption and signature of the original content of the email in the 
delivery confirmation.

Summary

RMail enables the verifiable transmission of personal data (article 5, paragraph 2) 
via email and ensures compliance with the requirements of article 5, paragraph 1f 
and article 32, paragraph 1a. 
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